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Digital distribution of movies, music, and other content has enormous potential for
growth. It is far more efficient for the content owner and distributor to send a digital copy
of the content, than to ship, store, and retrieve the physical media containing the
content. Digital distribution should also prove to be far more appealing to consumers,
providing them with the experience of relatively instant gratification with respect to
acquisition and use of content. To date, however, this potential has yet to be realized,
primarily because digital content is highly susceptible to unauthorized content
reproduction and distribution, imposing significant potential risk to content providers and
other participants in the content distribution value chain. With digital content, such
unauthorized copies may be virtually indistinguishable from the original.

Digital rights management (DRM) systems provide a means for content providers and
distributors to address the unauthorized copying issue. These systems are used to
express and enforce content distribution and usage models that are consistent with
content provider and distributor requirements. ldeally these models should also be fully
consistent with consumer expectations. While there is certainly room for improvement in
the models themselves, there is one area associated with DRM systems that has
recently gained more attention and that is in large part responsible for general consumer
confusion and reluctance to acquire DRM-governed content.

Current DRM systems work only in closed, monolithic systems that are designed not to
be interoperable. Consumers have a problem with this, as their purchased content that is
protected using DRM A will play only on devices that support DRM A. The problem is
compounded on portable devices, where size and cost constraints restrict the number of
supported DRMs. As a result, consumers are forced to purchase different versions of
the same content, formatted to play on their different devices. To some extent,
consumers have accepted this model for video games and audio content. However, it is
not a consumer friendly experience, and frustrations resulting from a lack of
interoperability among DRM systems as well as confusing usage models encourage
consumers to use illegitimate distribution systems.

Having multiple DRM technologies and content formats is healthy for the market from
the standpoint of encouraging competition and innovation. However, consumer
reluctance to adopt DRM technology because of confusion resulting from multiple DRMs
and formats that do not interoperate is not good for the market. In order for legitimate
digital content distribution systems to succeed, DRM approaches and related services
and applications upon which they are based must exist in an environment that supports
interoperability.

The Coral Consortium (hereafter called Coral) is a collection of content providers,
service providers, consumer electronics manufacturers, and other technology companies
that is defining a framework to address DRM and format interoperability issues. Coral’s
goal is to enable interoperability between disparate DRMs used in consumer media
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applications, services, and devices. Coral is designing an interoperability framework to
ensure that the consumer can conveniently access protected content from any source
and play it on any device without having to be concerned with the DRM technology
supported by the device.

The Coral framework solves the problem of mismatches that result from using multiple
DRM systems that do not communicate with one another. Coral does this by taking
advantage of concepts derived from service-oriented architecture. Within this framework,
trustworthy services communicate with one another via trusted interfaces, exchanging
whatever information is required to mitigate differences among different DRM systems.
This approach is designed to provide transparency to end-users as well as additional
functionality that does not exist in content distribution services today.

To achieve these goals, Coral is developing the Coral Interoperability Framework, a set
of specifications for secure, trusted interfaces and core services or roles. These
specifications promote secure and trusted interoperability among applications, services,
and equipment that are compliant with those specifications. . To support the initial
technical Coral Interoperability Framework architecture specifications, Coral will also
create compliance and robustness criteria for the framework, a certification process and
trust management infrastructure, and adopter agreements.

The Coral Framework will be used further as the foundation for ecosystems in which
common usage paradigms, ecosystem-specific compliance and robustness criteria, and
particular technologies will be specified. Coral will specify such an ecosystem as one of
its earliest tasks.
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Bart regularly buys digital content from online content service providers. As a result, he
has acquired a sizeable library of music tracks and videos that he stores on his PC. Bart
realizes that not all the tracks and videos play in the same application. On the PC this is
annoying but manageable. Bart then buys a portable player and is excited about moving
copies from his content library onto the device. He finds that while some of his content
plays fine on his new device, much of it does not. Bart tries hard to make it work but
finally gives up in frustration. He later discovers the culprit. Different pieces of his
content are protected by different competing technologies called digital rights
management (DRM). The reason only some of his content plays on his new device is
that the device only supports one particular type of this technology. Upon further
investigation, Bart discovers that this device also plays content in an unprotected form
and he remembers that there are places on the Internet where he can get bootlegged
copies of the same content that is unprotected and free. Bart’s temptation to abandon
the legitimate services in favor of services of questionable legitimacy that serve free
content that plays across all of his devices becomes very hard to resist.

Bart has accumulated a vast digital content library from multiple online stores, with audio
and video supporting different formats and different DRM technologies. He buys a new
portable device. When he plugs it in for the first time, it detects his local network; his PC
is also part of his local network. When Bart adds the portable player to his local network,
he finds his content library and is able to access all of it on his new device.

In a Coral-enabled world, content providers, content distribution services, devices, and
applications may all be aware of DRM and content format differences. The presence of
the Coral interoperability framework will mitigate these differences. As a result,
consumers will see none of the differences and experience seamless access to content
across their collections of devices. The rest of this paper provides more detail on how
this is accomplished. At the end of the paper, we revisit this scenario with a look behind
the scenes.
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The Coral Consortium is defining a framework that enables interoperability between
disparate DRM approaches in the context of consumer media applications, services, and
devices.

Existing content distribution systems provide many choices to consumers, but
unfortunately neglect interoperability. This consumer requirement is often neglected by
technology and service providers seeking to differentiate their value proposition through
proprietary systems. The lack of interoperability among DRM systems together with a
preponderance of confusing business and content usage models conspire to encourage
consumers to use illegitimate distribution systems.

If legitimate content distribution systems are to succeed, the DRM approaches and
related services and applications upon which they are based must exist in an
environment that supports interoperability. Such an environment must support the ability
for consumers to discover and acquire any content they desire and that will play on their
devices and in their applications, with a minimal understanding of DRM and content
formats. The environment must also support the intuitive use of content for all
consumers. Additionally, content providers and device manufacturers must be able to
support content in the formats that are most practical in the context of their respective
businesses.

To meet these objectives, Coral has created the Coral Interoperability Framework —
hereafter known as the Framework. The Framework uses concepts from service-
oriented architectures to bridge gaps and mismatches that naturally exist between
different DRM systems. This approach supports secure, policy-managed
communication among trusted peers, which can be both clients and services. Service
providers and content owners can use these policy-managed interfaces to govern all
access to and use of their content, and create policies to govern interoperability among
various DRM systems and formats. In other words, only trusted DRM systems and
related devices and applications may acquire content access rights.

In Coral, industry leaders and experts are working together to develop the Coral core
interoperability conceptual model to create content distribution frameworks that support
the interoperable coexistence of disparate DRM and distribution technologies. Coral has
defined a set of desirable interoperability scenarios, and based on these scenarios Coral
has developed the necessary interoperability specifications that meet the requirements
of all value chain participants in the consumer media domain.
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Most content distribution systems deployed today are composed of the following
elements:

* A set of applications used to package content into a service-specific protected
format

* A service used to distribute the protected content

* Aretail service that manages service participants and content rights, and creates
licenses for use by client applications. These licenses govern use of the
protected content in the particular service-specific format

* A set of consumer devices and content rendering and management applications
that understand the content format and the governance and protection schemes
associated with it

These deployments are monolithic in the sense that their elements — services and
content — typically support a single protected content format and system for expressing
and enforcing content usage rules. Content providers publish their content into these
monolithic content distribution systems and only client applications and devices that
support the specific format may render that distributed content or process associated
rights. A consumer who has just purchased a device that supports a different, second
format will find that it is impossible to use content from services based on the first format.
This is both confusing to the consumer as well as detrimental to the service provider and
ultimately to the content provider and the future of legitimate content distribution itself.
We refer to this as the interoperability problem (Figure 1).
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Figure 1. The Interoperability Problem

When the interoperability problem is limited to different content formats or encoding
schemes, for example AAC and MP3 in the audio domain, the problem is annoying but
solutions exist that can translate content from one format to another. However, the
problem is further compounded when DRM and content protection schemes govern
content distribution and usage. Content providers must now trust not only the protected
format used to distribute their content, but also any other format into which that content
may be translated as well as any associated services, devices, and players. This trust
includes having confidence that usage and distribution rights expressed in one system
maintain their equivalent semantics when expressed in another.

Typically, when institutions use different distribution solutions, a de facto standard
emerges or the institutions and other interested parties work together to standardize an
approach that meets everyone’s needs. This is a time-honored approach to solving
interoperability problems. In general, once the new solution is in place, we encounter
the same problem as when a new format emerges which is that there will always be new
alternatives. This is especially true for DRM systems. DRM technology requires rapid
evolution and response to new threats and attacks. As with almost any security
technology, relying on a single approach can be disastrous when that approach is
compromised. Additionally, since DRM provides distribution frameworks with trust and
control needed to create distribution business models, using a single DRM approach
limits the flexibility required by various existing and emerging content value chain
participants. It is therefore highly likely that there will always be multiple approaches to
DRM.
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As mentioned above, Coral has based its Interoperability Framework on service-oriented
architecture and associated relevant standards to develop a framework that supports
interoperability between different DRMs and content formats with the goal of providing a
consumer experience that is intuitive and transparent. In the ideal scenario, consumers
will be unaware of DRMs and content formats, as they are able to use their content
seamlessly across the entire range of their devices and applications.

Trust management is an essential aspect of every Digital Rights Management system —
it is the means by which known, legitimate participants in a content ecosystem are
distinguished from unknown and potentially untrustworthy participants. One of the
primary goals of the Coral Framework architecture is to provide a common trust
framework that can bridge the differences in the trust management between diverse but
trusted DRM systems.

In the Coral Framework architecture, trust management has two facets:

* Certified identities. Every device or system that adheres to the Coral Framework
architecture specifications receives a unique, certified identity that can be used
as a basis for trust with other Coral-compliant systems.

* Trusted Roles. Each Coral-compliant device or system must be certified for one
or more roles defined by the interoperability framework. For example, systems
that control the movement of rights adopt a role, and DRM license servers that
turn the expression of those rights into specific DRM licenses adopt another role.
Coral roles act as a second layer of trust management, ensuring that only entities
authorized for particular behaviors engage in them.

Taken together, these two layers of trust management ensure that devices and systems
built by different manufacturers and integrated with different DRM systems can engage
in trusted communications with one another in a compliant manner.

While certified identities provide a necessary ingredient for cross-vendor interoperability,
the majority of technical specifications in the Coral Framework architecture are
concerned with behaviors that must be adopted in order to obtain certain roles in the
interoperability framework. There are potentially two types of behavior specified for each
role defined by the Coral Framework architecture:

* Interface Behavior. Each role may require its holder to expose one or more
interfaces to other Coral-compliant systems, which implement other Coral roles.
These interfaces are standardized to ensure that the interacting parties will be
able to analyze and process messages — that is, to communicate — regardless of
their implementers. The Coral interfaces are built on a trusted messaging
framework that (a) ensures that the sender and receiver hold certified, trusted
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identities; (b) ensures that the sender and receiver hold the proper roles for the
transaction in question; and (c) protects information on the communications
channel for confidentiality and integrity.

* Persistent Role Behavior. Each role may be associated with behavior that
persists across invocations of the interfaces it is required to expose. For
example, one role acts as a storage point for rights. In this capacity, it must not
only expose interfaces for storing and retrieving rights, but must also persistently
cache those rights until they are explicitly removed.

The roles specified in the Coral Framework architecture define the basis for DRM
interoperability transactions. Particular business decisions (such as the choice of
acceptable usage models) are left to ecosystem specifications built on top of the
Framework. For example, the Framework architecture specifies data structures and
interfaces for handling DRM-neutral encodings of usage models, but it is agnostic as to
the specific nature of those usage models or the policies that govern their movement
among DRM systems.

The Coral Framework architecture defines some 30 roles that represent the various
functions that are active in a typical interoperability transaction. Some of these roles
simply provide information (such as the media formats a device supports), whereas
others make relatively sophisticated policy decisions. The list below highlights some of
the more critical roles defined in the Coral Framework architecture.

* DRMe-integrated roles. Some of the roles defined in the Framework architecture
connote integration of native DRM functionality with Coral functionality. This type
of integration allows a formerly non-interoperable system to participate in a
broader ecosystem of devices and technologies. The Framework architecture
does not specify the nature of the integration; instead, it focuses on the interface
contract between the DRM-integrated system and the rest of the Coral
Framework. Examples of DRM-integrated roles include:

o License Issuers. One of the key roles in the Framework architecture,
License Issuers are Coral interfaces to proprietary DRM license servers.
License Issuers expose an interface that allows a Coral Framework to
request a generation of DRM licenses in a native DRM format without
requiring detailed knowledge of those (many) formats to be integrated into
Coral. A device or system that implements the License Issuer role is
responsible for converting messages from the Coral Framework into
specific requests to generate DRM licenses, and must be integrated with
a native license server.

o Content Handling Roles. These roles are integrated with DRM export
functionality and DRM packaging functionality to allow the transcoding of
protected content without the intervention of additional online services.
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These roles are optional, but provide the convenience of a purely local
content chain between DRMs that are capable of local export and import.

e Pure Coral roles. The Coral Framework architecture defines several roles that
bridge between multiple DRM systems, or perform tasks that are not DRM per
se.

o Rights Mediators. A Rights Mediator is the key participant in any DRM
interoperability transaction defined in the Framework architecture. It acts
as the policy decision point for such transactions, and applies the policies
agreed to by all the participants in a content ecosystem. Its primary
responsibility is to collect enough information to decide whether a given
interoperability transaction is allowed, and if so, to create tokens that
prove the authorization.

o Rights Registries. These act as DRM-neutral storage points for rights
transacted in a Coral system and thus provide a crucial ingredient for
building end-to-end systems that are not dependent upon individual DRM
technologies.

o Principal Identity Managers. These provide a DRM-neutral way of
representing relationships amongst various entities in a content
distribution system. For example, in interoperable home domain models,
the member devices must represent their membership in a way that does
not depend on the particular DRM systems they support. Principal Identity
Managers can also act as the front end to existing identity management
systems (e.g., such as that specified by the Liberty Alliance) that maintain
equivalence relations between user names.

Fundamentally, the Framework is designed to provide monolithic content distribution
systems with a means to exchange any information that can enable the consumer to
experience interoperability; moreover, this is done while providing the rest of the
participants in the content distribution value chain with the flexibility to use whatever
DRM or format best suits their respective needs. This framework works in both online
and offline modes. Currently, consumers can acquire content from a content distribution
service that supports one DRM and play that content on a device that supports the same
DRM. Using the Coral Framework in an online mode with roles provided via online
independent services or as part of the content distribution services, consumers can
reacquire the content in the form required by their other devices that support different
DRMs. The framework can also function in an offline mode with local instantiations of
Coral roles that allow consumers to transform the content to the form required by their
other devices.

The relationship of the Coral Framework elements is depicted below (Figure 2). The
Coral elements in this figure are meant to represent functionality; the Coral nodes can
exist as independent services or can be part of existing services or devices.
Additionally, Coral can be configured so that some of the various interoperating
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elements are not aware of Coral. For example, one of the DRM B-enabled devices
below may not support Coral interfaces. That device simply contacts a local content
manager that is itself Coral aware. The content manager then acquires the content in
the form required by the requesting device using the Coral framework to mitigate any
DRM or format differences. This is further elaborated in the following Coral-enabled use

case.

DRM A - Enabled

Content Distribution Monolith

DRM B - Enabled
Content Distribution Monolith

Web

Content
(DRM A Packaged)
Distribution Services @
(DRM A - Enabled)

_______
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@ Distribution Services
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©)

@ Devices & Applications
(DRM B - Enabled)

Devices & Applications @ 5
(DRM A - Enabled) ‘\

= Coral node (Coral interface + one or more Coral roles)

Figure 2. Relationship of Coral Elements

Deconstructing the Coral-Enabled Scenario

1. Bart purchases content from a DRM A-enabled distribution service to play on his PC
Media Center

a. In the background, Bart has acquired and stored a DRM-independent token
that is a proof of his purchase of this content.

A Coral license issuer role interfacing with the distribution service manages
the token and indicates to the DRM A license service that it should create a
DRM A license for Bart
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c. Bart acquires the license on his PC Media Center and can access the content
using the DRM A-enabled rendering engine.

2. Bart then acquires a new device that he connects to his local area network

3. Using this new device Bart connects with his PC Media Center and sees the content
that he had recently purchased

4. Bart drags that content onto his new device and it begins to play

a. Inthe background the following has happened to make this possible:

Vi.

Vii.

viii.

Bart’s new device has contacted his Media Center and requested a
copy of the content in DRM B format

The PC Media Center’s Coral Client role contacts a Coral Rights
Mediator node requesting a DRM B version of the content (NOTE:
The Coral Rights Mediator role is pictured as an independent web
service - it could actually be a local service or actually part of a
content distribution services)

The request includes information about the content (such as the
location of the token mentioned in step 1.a) and the information about
the requesting entity (its DRM, ID, etc.) The request also includes
information regarding the desired outcome of the rights mediation
process (request the creation of license for DRM B for specific entity
and under certain usage model.)

The Rights Mediator contacts a Principal Identity Manager node to
synchronize user IDs and a Content Identity Manager node to
synchronize content IDs across different distribution points

The Rights Mediator contacts the token home service to ascertain that
it is acceptable for a new, DRM B formatted version of the license and
content to be created

If successful, the Rights Mediator then contacts a DRM B based
distribution service (perhaps pointed out by the original service or by
using other discovery mechanisms)

The DRM B-based service creates a new license for the requesting
device and returns it either to the PC Media Center or directly to the
requesting device (as pictured below in Figure 3)

Bart is able to access the content on his new device.

5. The PC Media Center can set this up at the time that the new device is added to or
registered with the local network so that there is no delay.
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Figure 3. PC Media Center.

The above example is one of many possible scenarios. Clearly, it is possible to
create a set of services that the consumer knows very little about and that
support content discovery in a form that is required by all consumer rendering
devices and applications. Content providers may choose to support multiple
formats (as is currently the practice), or work with format translation services that
are part of the consumer’s local environment or provided by web-based service
providers.

Summary

The Coral framework provides benefits to participants across the entire content
distribution value chain.
Coral and Content Companies

e Content companies can use the Coral framework to maintain consistent control
of their content across all devices and distribution channels regardless of DRM or
format support.

e Content is accessible by any trusted and compliant device.
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* Response to DRM and format upgrades by existing devices and applications can
be managed by policy-managed services.

* Overall improvement of the world of legitimate content distribution removes
incentives for consumers to use non-legitimate channels.
Coral and Device Manufacturers

* Devices may be designed and manufactured to support the DRM approach and
content format that is most suitable to the manufacturer’s business and
technology needs.

* The Coral framework provides a guarantee that these devices will be capable of
playing content published in alternative formats using alternative DRM
approaches.

* Avoiding the need to put multiple DRMs on a single device is particularly
important on portable devices, which are restricted by memory capacity,
computing power and cost issues.

Coral and the Consumer

e Consistent and intuitive access and usage models for content across all devices
and applications.

* Legitimate high-quality content sources for all devices.
* No more confusion about formats and DRM.

Coral and the Service Provider
* Expands service provider's market reach
o Not constrained by DRM implemented
o Allows competition on service offering not DRM technology chosen
e Service-based domain management and rights lockers
o Creates “stickiness” with customers
o Provides consumer value
e Consumer portability

The goal of Coral in the domain of consumer media services and applications is to
minimize barriers to consumer access to content of all types, regardless of device,
location, or time. As service, application, and device providers adopt Coral interfaces
and the interoperability philosophy, all value chain participants will realize the promise of
content distribution service frameworks that provide consumers with a rich set of
services that go well beyond experiences with unsanctioned or illegitimate services.
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